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(54) METHOD AND SYSTEM FOR SALES MANAGEMENT OF SOFTWARE 
(57)Abstract: 

PURPOSE: To prevent the profit of software sales from being 
distributed to a sales shop, where storage media are not - ffil^fef 
actually sold, in the sales form of softwares for separately 
selling the storage medium stored in the state of protecting the 
software and iisence for canceling the protecting state of the 
software in that storage medium. 

CONSTITUTION: The relation of correspondence between the 
recording medium and the sales shop to supply the recording 
medium is recorded and when a user reports information for 
specifying the purchased recording medium and information for 
specifying the sales shop as the destination of purchase to a 
center, the relation of correspondence between the recording 
medium and the sales shop specified by the reported 
information is compared with the recorded relation of 
correspondence between the recording medium and the sales 
shop. When the respective corresponding relations are unequal, 
the compared result is recorded. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

"I.This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 

[Claim] 

[Claim 1] The dealer to which the storage stored where software is protected was supplied from the center 
sells this storage to an user. It is the software sales management technique in the center in the selling system 
which sells the license for a center canceling the protection state of the software in this storage when there is 
a demand from an user to a center. When the correspondence relation with the dealer which supplies a record 
medium and this record medium is recorded and the information which pinpoints the dealer which is the 
information and supply place which specify the purchased record medium is reported to a center by the user 
The software sales management technique of recording the result of the comparison when the correspondence 
relation of the record medium and dealer which carried out [ above-mentioned ] the record with the 
correspondence relation of the record medium and dealer which are pinpointed for the reported information is 
compared and each above-mentioned correspondence relation is not in agreement. 

[Claim 2] The software sales management technique of judging whether it being the true dealer where the 
reported dealer sold this storage further in the software sales management technique of claim 1 publication 
based on the record of a comparison result. 

[Claim 3] The software sales management technique of judging whether it being the true dealer where the 
dealer reported based on the recording rate of this comparison result sold this record medium in the software 
sales method of claim 2 publication. 

[Claim 4] The software sales management technique judge that is not the true dealer where the reported dealer 
sold this record medium in the software sales method of claim 3 publication when the recording rate of this 
comparison result reaches the number of times of predetermined. 

[Claim 5] The software sales management technique that encipher a license using the information which 
specifies the claim 1 or the storage reported by the user, and a center provides an user with 4 either of the 
enciphered license in the software sales management technique of a publication. 

[Claim 6] The software sales management technique which generates a key from the information which 
specifies the information and user who specify the storage reported by the user in the software sales 
management technique of claim 5 publication, and enciphered the **** license for keys. 

[Claim 7] The dealer to which the storage stored where software is protected was supplied from the center 
sells this storage to an user. It is a software sales management system in the center in the selling system 
which sells the license for a center canceling the protection state of the software in this storage when there is 
a demand from an user to a center. When the information which pinpoints the dealer which are a 
correspondence record means to record the correspondence relation with the dealer which supplies a record 
medium and this record medium, the information which specifies the purchased record medium from an user, 
and a purchase place is reported to a center A comparison means to compare the correspondence relation of 
the record medium and dealer which carried out [ above-mentioned ] the record with the correspondence 
relation of the record medium and dealer which are pinpointed for the reported information, and the software 
sales management system which has a record means as a result of recording the result of the comparison, 
when each above-mentioned correspondence relation is not in agreement. 

[Claim 8] The software sales management system which has an unjust judging means to judge whether it is the 
true dealer where the reported dealer sold this storage further in the software sales management system of 
claim 7 publication based on the record of the comparison result in a comparison means. 

[Claim 9] It is the software sales management system which has a means to judge whether it is the true dealer 
where the dealer where the unjust judging means was reported in the software selling system of claim 8 
publication based on the recording rate of this comparison result in a result record means sold this record 
medium. 

[Claim 10] An unjust judging means is a software sales management system which has a means to judge with it 
not being the true dealer where the reported dealer sold this record medium when the recording rate of this 
comparison result reaches the number of times of predetermined in the software selling system of claim 9 
publication. 

[Claim 1 1] The software sales management system by which it has a license encryption means to encipher a 
license using the information which specifies the claim 7 or the storage reported by the user, and the center 
provided the user with 10 either of the enciphered license further in the software sales management system of 
a publication. 
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[Claim 12] It is the software sales management system which has a key generation means to generate a key, 
from the information which specifies the information and user who specify the storage with which the 
encryption means was reported by the user in the software sales management system of claim 11 publication, 
and enciphered the generated **** license for keys. 

[Claim 13] The sales management technique of software using the private key which defines beforehand and is 
shared between a center and an user in the software sales management technique of claim 6 publication as an 
information which specifies an user. 

[Claim 14] The sales management system of the software used as the private key which defines beforehand the 
information which specifies an user and is sharing it between a center and an user in the software sales 
management system of claim 12 publication. 



[Translation done.] 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows-the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED D ESCRIPTION 

[Detailed description] 
[0001] 

[Field of the Invention] this invention relates to the software sales management technique and a system, and 
relates to the software sales method and system which are applied to the system which sells separately the 
storages stored in detail where software is protected, such as CD-ROM and a magneto-optic disk (MO), and 
the license for canceling the protection state of the software in the storage. 
[0002] 

[Prior art] The selling gestalt of the software which sells separately the storages stored where software is 
protected in recent years, such as CD-ROM and a magneto-optic disk, and the license for canceling the 
protection state of the software in the storage is proposed. A center supplies to a dealer the storage 
specifically stored in the protection state which cannot carry out direct use of the software, and a dealer sells 
to an user the storage which received supply from the center. Moreover, a center sells to this user the license 
(key) for canceling the protection state of this software to a demand of the user et al. who wishes use of 
software. And the user who purchased the storage and the license reads the software in a storage using the 
license (key), and uses the software in an user's system. 

[0003] In the selling gestalt of such software, a distribution of the profits obtained from the center by license 
sale to the dealer is performed. For this reason, in the center, when there is a demand of license purchase from 
an user, it is necessary to check from which dealer the storage has been purchased. 

[0004] Conventionally, a center sticks a label on a storage, and in case a dealer sells this storage to an user, it 
has entered the dealer code (beforehand set in the center) which pinpoints the dealer in the label. And when an 
user purchases a license, a telephone, facsimile (FAX), etc. notify the dealer code as which the label was filled 
in to a center. A center distributes the profits obtained by sale of this license to the dealer pinpointed in dealer 
code notified by the user. 
[0005] 

[Object of the Invention] However, even if it notifies the dealer code of dealers other than the dealer where the 
user actually purchased the storage to a center in the management method of sale for which it depended on 
the notice from the above users, in the center, it is undetectable. Therefore, if the dealer code of the dealer 
which actually purchased the storage, and a different dealer is unjustly notified to a center from an user, the 
profits of license sale will not be distributed to the dealer which should originally be distributed, but the profits 
will be distributed to other inaccurate dealers. 

[0006] Then, the purpose of this invention is offering the software sales management technique and the system 
which can inhibit an user notifying unjustly the dealer code of dealers other than the dealer which actually 
purchased the storage in the selling gestalt of the software which sells separately the storage stored where 
software is protected, and the license for canceling the protection state of the software in the storage. 
[0007] 

[Object of the Invention] In order to solve the above-mentioned technical probrem, invention so that it may be 
indicated by claims 1 and 7 The dealer to which the storage stored where software is protected was supplied 
from the center sells this storage to an user. It is the software sales management technique and the system in 
the center in the selling system which sells the license for a center canceling the protection state of the 
software in this storage when there is a demand from an user to a center. When the correspondence relation 
with the dealer which supplies a record medium and this record medium is recorded and the information which 
pinpoints the dealer which is the information and purchase place which specify the purchased record medium is 
reported to a center by the user When the correspondence relation of the record medium and dealer which 
carried out [ above-mentioned ] the record with the correspondence relation of the record medium and dealer 
which are pinpointed for the reported information was compared and each above-mentioned correspondence 
relation was not in agreement, the result of the comparison was recorded. 

[0008] Furthermore, it judged whether it was the true dealer where the dealer further reported in the above- 
mentioned software sales management technique and the system from the viewpoint that it can judge whether 
the unjust report was made from the user, based on the record of a comparison result so that it might be 
indicated by claims 2 and 8 sold this storage. 

[0009] Moreover, in the software sales management technique and the system which were indicated by the 
above-mentioned claims 2 and 8, it judged whether it was the true dealer where the dealer reported based on 
the recording rate of this comparison result from the viewpoint of preventing an unjust judgment being 
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performed based on a report of the dealer which was mistaken from the user so that it might be indicated by 
claims 3 and 9 sold this record medium. 

[0010] Moreover, in the software sales management technique and the system which were indicated by the 
above-mentioned claims 3 and 9, when the recording rate of this comparison result reached the number of 
times of predetermined from the viewpoint that it can judge easily so that it may be indicated by claims 4 and 
10. it was made to judge with not being the true dealer where the reported dealer sold this record medium. 
[0011] moreover, each above-mentioned software sales method and system **** — from the viewpoint of 
inhibiting reporting unjustly the information as which an user specifies a storage, a license is enciphered using 
the information which specifies the storage reported by the user, and the center provided the user with the 
enciphered license so that it might be indicated by claims 5 and 1 1 

[0012] Moreover, in the software sales management technique and a system the above-mentioned claim 5 and 
given in 11, from the viewpoint of generating the enciphered license peculiar to an user, a key is generated from 
the information which specifies the information and user who specify the storage reported by the user, and the 
**** license for keys was enciphered so that it might be indicated by claims 6 and 1 2. 

[0013] Furthermore, concretely, the information which specifies the above-mentioned user was used as the 
private key which defines beforehand and is shared between a center and an user so that it might be indicated 
by claims 13 and 14. 
[0014] 

[Operation] By the software sales-management technique and the system concerning this invention indicated 
by claims 1 and 7, when supplying a storage to a dealer, the correspondence relation of the storage and dealer 
is recorded, and when the information which specifies the storage purchased from the user, and the information 
which pinpoints the dealer are reported, this correspondence relation by which the record was carried out 
[ above-mentioned ] with the correspondence relation of the record medium and the dealer which were this 
reported is compared. And when those correspondence relations are not in agreement, the comparison result is 
recorded. This record result shows whether report up and the dealer where an user is different from practice 
is. 

[0015] In the software sales management technique and the system concerning this invention indicated by 
claims 2 and 8, it judges whether it is the true dealer where the reported dealer actually sold this storage based 
on this comparison result. Based on this judgment result, it turns out whether to be the no by which the unjust 
report was made from the user. 

[0016] Furthermore, an user is provided with the license enciphered using the information which specifies the 
storage reported by the user in the software sales management technique and the system concerning this 
invention indicated by the claim 5 and 11 publications (sale). If an user replaces with unjustly the information 
which specifies a storage and reports it by this, the protection state of the software in a storage cannot be 
canceled, but this user becomes unable to use the software for which it wishes. 
[0017] 

[Example] Hereafter, the example of this invention is explained based on a drawing. First, the selling gestalt of 
the software in this example is explained with reference to drawing 1 . In drawing 1 , a center 100 enciphers 1 
or two or more contentss (software) with a predetermined key, and stores in a storage (for example, 
MO:magneto-optic disk) the contents which would be in the protection state by the encryption. And the 
storage (MO) is supplied to a dealer 200 from a center 100 (**). A dealer 200 sells to an user 300 the storage 
(MO) which received supply from the center 100 (**). At this time, the price of a record medium (MO) is paid 
from an user 300 to a dealer 200. The price of this record medium (MO) is a small amount from the price of the 
license generally mentioned later. An user 300 notifies the payment condition of the price of the user ID which 
specifies an user 300 with contents ID which shows the contents of hope, medium ID, a dealer code, and a 
license etc. to a center 100 (**). In addition, about medium ID and a dealer code, it mentions later. A center 
100 will publish the license for canceling the protection state of the contents which he wishes in a storage 
(MO) to an user 300. if the user who demands a license by user ID judges with it being a regular user (**). In 
the system of oneself, the user 300 who received the license cancels the protection state of the contents 
(software) of hope using a license, and uses the contents. 

[0018] As shown in drawing. 2 . it is constituted, and it feels shy and the system (center system) of the above- 
mentioned center 100 and an user's 300 system (user system) are. In addition, in d rawing 2 , reference numbers 
100 and 300 are given to each system of the center 100 and the user 300 as well as this center and an user, 
respectively. 

[0019] The user system 300 is connected to the center system 100 through a public line. The center system 
100 has the license issue section 101, the dealer Management Department 102, the dealer code Management 
Department 103. the medium ID Management Department 104, the inaccurate log file 105, the user key file 106, 
the license file 107, and the accounting section 108. The dealer code Management Department 103 manages 
the dealer code showing each dealer generalized in the concerned center. The medium ID Management 
Department 104 manages the medium number (medium ID) which specifies each storage (MO) shipped from the 
concerned center. Moreover, the medium ID Management Department 104 also performs processing for setting 
medium ID as each storage (MO) shipped. Processing set as the storage (MO) of this medium ID may be 
performed electronically and magnetically, and the bar code or the medium number itself showing medium ID 
may be printed on a label etc. moreover, storage ( — as long as there is an identifiable information on every 
MO), you may use it The dealer Management Department 102 has the file which shows the correspondence 
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relation with the storage (MO) shipped to a dealer and there, and manages which storage was shipped to which 
dealer based on this file. Moreover, the dealer Management Department 102 inspects whether this relation 
notified from the correspondence relation and the user system 300 of the dealer (dealer code) and storage 
(medium ID) which are recorded by this file is in agreement. 

[0020] The license issue section 101 publishes the license (key) enciphered using medium ID and user ID 
according to the demand from the user system 300 to the user system 300. When the relation of the dealer and 
storage which were notified from the user system 300 differs from what was beforehand recorded by the file, 
the dealer (dealer code) and its number of times (number of times of inaccurate) are recorded by the 
inaccurate log file 105. That is, when the correspondence relation of the dealer (dealer code) and storage 
(medium ID) in the above-mentioned dealer Management Department 102 which were reported from the user 
system 300 as a result of the check is not in agreement with the correspondence relation recorded by the file, 
the increment of the number-of-times data of inaccurate of the reported dealer in the inaccurate log file 105 is 
carried out only for +1. The user key file 106 saves the user key beforehand defined as a private key between 
the user ID and the user who were notified from the user system 300, and the center. The license information 
set to each contents (software) of every is stored in the license file 107. The accounting section 108 performs 
accounting based on the payment condition of the price of the license notified from the user system 300. 
[0021] The user system 300 has the license demand section 301, the license file 302, the user key register 303, 
and the use control section 304. The license demand section 301 will transmit a license demand of each 
contents to the center system 100 with user ID, contents ID corresponding to the software name, medium ID, 
and a dealer code, if the input user ID stored in the name of the software for which the user inputted from 
input units, such as a keyboard, wishes, the dealer code which shows the dealer which purchased this storage 
(MO), medium ID read from the storage (MO), and the user key register 303 is received. Moreover, the license 
demand section 301 receives the enciphered license to each contents published from the center system 100, 
and stores the enciphered license in the license file 302. The use control section 304 decrypts the enciphered 
license which is saved by the license file 302 using the user key and medium ID which were stored in the user 
key register 303, and reproduces the original license. And the protection state of the contents (software) in a 
storage (MO) is canceled using this reproduced license, and use of this contents is attained by the user system 
300. 

[0022] In the user system 300 mentioned above, an user may do the direct input of the medium ID printed on 
the label stuck on the storage (MO) from input units, such as a keyboard. Moreover, user ID may be used 
instead of an user key, and the key of a decryption may be generated. 

[0023] Next, flowing of processing is explained according to the path of circulation of a storage (MO). First, in 
the center, without overlapping to the registered dealer, a dealer code is assigned and the assigned dealer code 
is managed at the dealer code Management Department 103 of the center system 100. Medium ID is assigned 
to a new storage (MO), without overlapping already registered medium ID, and the medium ID is managed at the 
medium ID Management Department 104. Moreover, this medium ID (medium number) is written in a storage 
(MO). And the label for entering a dealer code in the case of a storage (MO) is stuck. 

[0024] If a dealer 200 arrives the storage (MO) from a center, the dealer code which pinpoints this dealer 200 
will be entered in a label. And this storage (MO) is sold to an user. Purchase of the storage (MO) with which the 
software for which an user wishes from a dealer 200 was stored performs processing in the user system 300 
and the center system 100 according to the procedure shown in drawing 3 . 

[0025] In drawing 3 , if the name of the software (contents) for which an user wishes is inputted from an input 
unit (SO, contents ID which corresponds from a storage (MO) will be read (S2). And medium ID is read from a 
storage (MO) (S3). Furthermore, an user's input of the dealer code as which the label of user ID and this 
storage (MO) was filled in notifies user ID, contents ID, medium ID, and a dealer code from the user system 300 
to the center system 100 (S4). At this time, a demand of a license is made from the user system 300 to the 
center system 100. 

[0026] If this license demand (user ID, contents ID, medium ID. and a dealer code are included) is received from 
the user system 300 (S1 1), the license issue section 101 will be started. And the dealer Management 
Department 102 searches the dealer code corresponding to medium ID notified from the user system 300 out 
of a file (S12), and it is judged whether the dealer code notified from the searched dealer code and the user 
system 300 is in agreement (S13). If the dealer code searched based on medium ID it was notified that was the 
dealer code notified by the user is in agreement, the license issue section 101 will read an user key from an 
user key file by medium ID and user ID which were notified from the user system 300, and will create a license 
key (S17). And a license is searched on the basis of contents ID notified from the user system 300, and the 
license corresponding to the user's contents of choice is enciphered using a license key (S18). This encryption 
license is transmitted to the user system 300 from the license issue section 101 (S19). (issue) 
[0027] If it judges with the dealer code actually notified from the dealer code which the dealer Management 
Department 102 in a center 100 searched from the file on the other hand based on medium ID notified from the 
user system 300, and the user system 300 not being in agreement (S13), the dealer code which had the notice 
in the inaccurate log file 105 from the user system 300, and its number-of-times n will be written in. And when 
it is judged whether the number-of-times n reached predetermined number-of-times N (S15) and it has 
reached, the dealer pinpointed in the dealer code is recorded as an inaccurate dealer (S16). 
[0028] If an encryption license is published by the user system 300 from a center 100 as mentioned above, in 
the user system 300, the license demand section 301 stores this encryption license in the license file 302 (S5). 
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Then, in the user system 300, processing is performed according to the procedure of drawing 4 . 
[0029] In drawing 4 , the contents which the user stored in the storage (MO) wishes is started (S21), and 
medium ID is further read from a storage (MO) (S22). An user's input of user ID sets a corresponding user key 
to the user key register 303 (S23). And a license key is generated based on these mediums ID and an user key 
(S24). and the encryption license saved by the license file 302 is decrypted using this license key (S25). And 
the decrypted license is notified to the use control section 304 (S206). If a license is notified, the use control 
section 304 will cancel the protection state of the contents started using the license, and will perform 
processing according to the contents (use). 

[0030] An unjust report of the following users can be considered in the selling gestalt of the software which 
was mentioned above. 

1) the report 2 of medium ID different from actual medium ID — in the different report above-mentioned 
example [ that both report 3 above-mentioned medium ID of the dealer code different from a purchasing / the 
medium /-actually dealer and a dealer code are actual ], since the license key is created from medium ID and 
the user key. if an user performs an unjust report of medium ID, the user itself becomes unable to use a 
contents Therefore, the case of the above 1 and 3 can be inhibited. Moreover, if an user reports a dealer code 
unjustly, since the record will be made by the inaccurate log file, in the case of the above 2, a center can 
detect the injustice. 

[0031] Moreover, not intentionally but reporting a dealer code to a center accidentally may also have an user. 
Therefore, the number of times of an inaccurate log is taken, and the inaccurate dealer is judged when number- 
of-times n of the inaccurate log in a certain specific dealer reaches number-of-times N of predetermined. 
Thereby, a judgment of the mistaken inaccurate dealer is prevented. 

[0032] In addition, although various kinds of informations (medium ID, user ID, dealer code, etc.) are transmitted 
to the center system 100 from the user system 300 and the encryption license is transmitted to the user 
system 300 from the center system 100, using a public line etc. at the above-mentioned example, you may be 
made to tell these informations by the telephone or facsimile (FAX) between an user and a center, without 
being limited to this. In this case, in the center, you may judge whether the correspondence relation of medium 
ID and the dealer code in which the official in charge was actually reported by the user based on the 
correspondence-related table of medium ID and the dealer code which were written to space is right. 
[0033] In this example, although the magneto-optic disk was used as a storage, naturally it is also possible to 
use CD-ROM as this medium. In this case, the lot number of CD-ROM can also be used as a medium ID. 
Although the same medium ID will be given to two or more CD-ROMs (the same lot) when a lot number is used 
as a medium ID, it does not become a problem especially if there are not extremely many CD-ROMs in the 
same lot. 

[0034] Moreover, although the technique of encryption is used as a safeguard of software, the arbitrary 
protection technique is possible. Furthermore, although the license is enciphered between a center and an user 
in this example using the user key beforehand defined as a private key, it is also possible to use the data which 
changed to remain as it is or it, and obtained user ID as a private key for encryption of a license. 
[0035] 

[Effect of the invention] The dealer to which the storage stored like according to this invention where software 
is protected was supplied from the center sells this storage to an user, above ****** — When there is a 
demand from an user to a center, even if an user reports a dealer etc. to a center unjustly in the selling gestalt 
which sells the license for a center canceling the protection state of the software in this storage, detecting it 
comes out. Therefore, such an action user's action can be inhibited and the profits of software sale come to be 
certainly distributed to a true dealer. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL FIELD ________________^^ 

[Field of the Invention] this invention relates to the software sales management technique and a system, and 
relates to the software sales method and system which are applied to the system which sells separately the 
storages stored in detail where software is protected, such as CD-ROM and a magneto-optic disk (MO), and 
the license for canceling the protection state of the software in the storage. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



PRIO R ART 

[Prior art] The selling gestalt of the software which sells separately the storages stored where software is 
protected in recent years, such as CD-ROM and a magneto-optic disk, and the license for canceling the 
protection state of the software in the storage is proposed. A center supplies to a dealer the storage 
specifically stored in the protection state which cannot carry out direct use of the software, and a dealer sells 
to an user the storage which received supply from the center. Moreover, a center sells to this user the license 
(key) for canceling the protection state of this software to a demand of the user et al. who wishes use of 
software. And the user who purchased the storage and the license reads the software in a storage using the 
license (key), and uses the software in an user's system. 

[0003] In the selling gestalt of such software, a distribution of the profits obtained from the center by license 
sale to the dealer is performed. For this reason, in the center, when there is a demand of license purchase from 
an user, it is necessary to check from which dealer the storage has been purchased. 

[0004] Conventionally, a center sticks a label on a storage, and in case a dealer sells this storage to an user, it 
has entered the dealer code (beforehand set in the center) which pinpoints the dealer in the label And when an 
user purchases a license, a telephone, facsimile (FAX), etc. notify the dealer code as which the label was filled 
in to a center. A center distributes the profits obtained by sale of this license to the dealer pinpointed in dealer 
code notified by the user. 



[Translation done.] 
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EFFECT OF THE INVENTION 

[Effect of the invention] The dealer to which the storage stored like according to this invention where software 
is protected was supplied from the center sells this storage to an user, above ****** — When there is a 
demand from an user to a center, even if an user reports a dealer etc. to a center unjustly in the selling gestalt 
which sells the license for a center canceling the protection state of the software in this storage, detecting it 
comes out. Therefore, such an action user's action can be inhibited and the profits of software sale come to be 
certainly distributed to a true dealer. 



[Translation done.] 



http://www4.ipdljpo.go.jp/cgi-bin/tran_web_cgLejje 



2002/06/06 



1/1 s<— V 



* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 
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TECHNICAL PROBLEM 

[Object of the Invention] However, even if it notifies the dealer code of dealers other than the dealer where the 
user actually purchased the storage to a center in the management method of sale for which it depended on 
the notice from the above users, in the center, it is undetectable. Therefore, if the dealer code of the dealer 
which actually purchased the storage, and a different dealer is unjustly notified to a center from an user, the 
profits of license sale will not be distributed to the dealer which should originally be distributed, but the profits 
will be distributed to other inaccurate dealers. 

[0006] Then, the purpose of this invention is offering the software sales management technique and the system 
which can inhibit an user notifying unjustly the dealer code of dealers other than the dealer which actually 
purchased the storage in the selling gestalt of the software which sells separately the storage stored where 
software is protected, and the license for canceling the protection state of the software in the storage. 
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OPERATION s _________^________ i ____^^ 

[Operation] By the software sales-management technique and the system concerning this invention indicated 
by claims 1 and 7. when supplying a storage to a dealer, the correspondence relation of the storage and dealer 
is recorded, and when the information which specifies the storage purchased from the user, and the information 
which pinpoints the dealer are reported, this correspondence relation by which the record was carried out 
[ above-mentioned ] with the correspondence relation of the record medium and the dealer which were this 
reported is compared. And when those correspondence relations are not in agreement, the comparison result is 
recorded. This record result shows whether report up and the dealer where an user is different from practice 
is. 

[0015] In the software sales management technique and the system concerning this invention indicated by 
claims 2 and 8, it judges whether it is the true dealer where the reported dealer actually sold this storage based 
on this comparison result. Based on this judgment result, it turns out whether to be the no by which the unjust 
report was made from the user. 

[0016] Furthermore, an user is provided with the license enciphered using the information which specifies the 
storage reported by the user in the software sales management technique and the system concerning this 
invention indicated by the claim 5 and 1 1 publications (sale). If an user replaces with unjustly the information 
which specifies a storage and reports it by this, the protection state of the software in a storage cannot be 
canceled, but this user becomes unable to use the software for which it wishes. 
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EXAMPLE 

[Example] Hereafter, the example of this invention is explained based on a drawing. First, the selling gestalt of 
the software in this example is explained with reference to drawing 1 . In drawing 1 , a center 100 enciphers 1 
or two or more contentss (software) with a predetermined key, and stores in a storage (for example, 
MO:magneto-optic disk) the contents which would be in the protection state by the encryption. And the 
storage (MO) is supplied to a dealer 200 from a center 100 (**). A dealer 200 sells to an user 300 the storage 
(MO) which received supply from the center 100 (**). At this time, the price of a record medium (MO) is paid 
from an user 300 to a dealer 200. The price of this record medium (MO) is a small amount from the price of the 
license generally mentioned later. An user 300 notifies the payment condition of the price of the user ID which 
specifies an user 300 with contents ID which shows the contents of hope, medium ID, a dealer code, and a 
license etc. to a center 100 (**). In addition, about medium ID and a dealer code, it mentions later. A center 
100 will publish the license for canceling the protection state of the contents which he wishes in a storage 
(MO) to an user 300, if the user who demands a license by user ID judges with it being a regular user (**). In 
the system of oneself, the user 300 who received the license cancels the protection state of the contents 
(software) of hope using a license, and uses the contents. 

[0018] As shown in drawing..? , it is constituted, and it feels shy and the system (center system) of the above- 
mentioned center 100 and an user's 300 system (user system) are. In addition, in drawing 2 , reference numbers 
100 and 300 are given to each system of the center 100 and the user 300 as well as this center and an user, 
respectively. 

[0019] The user system 300 is connected to the center system 100 through a public line. The center system 
100 has the license issue section 101, the dealer Management Department 102, the dealer code Management 
Department 103, the medium ID Management Department 104, the inaccurate log file 105, the user key file 106, 
the license file 107. and the accounting section 108. The dealer code Management Department 103 manages 
the dealer code showing each dealer generalized in the concerned center. The medium ID Management 
Department 104 manages the medium number (medium ID) which specifies each storage (MO) shipped from the 
concerned center. Moreover, the medium ID Management Department 104 also performs processing for setting 
medium ID as each storage (MO) shipped. Processing set as the storage (MO) of this medium ID may be 
performed electronically and magnetically, and the bar code or the medium number itself showing medium ID 
may be printed on a label etc. moreover, storage ( — as long as there is an identifiable information on every 
MO), you may use it The dealer Management Department 102 has the file which shows the correspondence 
relation with the storage (MO) shipped to a dealer and there, and manages which storage was shipped to which 
dealer based on this file. Moreover, the dealer Management Department 102 inspects whether this relation 
notified from the correspondence relation and the user system 300 of the dealer (dealer code) and storage 
(medium ID) which are recorded by this file is in agreement. 

[0020] The license issue section 101 publishes the license (key) enciphered using medium ID and user ID 
according to the demand from the user system 300 to the user system 300. When the relation of the dealer and 
storage which were notified from the user system 300 differs from what was beforehand recorded by the file, 
the dealer (dealer code) and its number of times (number of times of inaccurate) are recorded by the 
inaccurate log file 105. That is, when the correspondence relation of the dealer (dealer code) and storage 
(medium ID) in the above-mentioned dealer Management Department 102 which were reported from the user 
system 300 as a result of the check is not in agreement with the correspondence relation recorded by the file, 
the increment of the number-of-times data of inaccurate of the reported dealer in the inaccurate log file 105 is 
carried out only for +1. The user key file 106 saves the user key beforehand defined as a private key between 
the user ID and the user who were notified from the user system 300, and the center. The license information 
set to each contents (software) of every is stored in the license file 107. The accounting section 108 performs 
accounting based on the payment condition of the price of the license notified from the user system 300. 
[0021] The user system 300 has the license demand section 301, the license file 302. the user key register 303, 
and the use control section 304. The license demand section 301 will transmit a license demand of each 
contents to the center system 100 with user ID. contents ID corresponding to the software name, medium ID, 
and a dealer code, if the input user ID stored in the name of the software for which the user inputted from 
input units, such as a keyboard, wishes, the dealer code which shows the dealer which purchased this storage 
(MO), medium ID read from the storage (MO), and the user key register 303 is received. Moreover, the license 
demand section 301 receives the enciphered license to each contents published from the center system 100, 
and stores the enciphered license in the license file 302. The use control section 304 decrypts the enciphered 



http://www4.ipdl jpo.go.jp/cgi-bin/tranj/veb_cgi_ejje 



2002/06/06 



2/3 v 



license which is saved by the license file 302 using the user key and medium ID which were stored in the user 
key register 303, and reproduces the original license. And the protection state of the contents (software) in a 
storage (MO) is canceled using this reproduced license, and use of this contents is attained by the user system 
300. 

[0022] In the user system 300 mentioned above, an user may do the direct input of the medium ID printed on 
the label stuck on the storage (MO) from input units, such as a keyboard. Moreover, user ID may be used 
instead of an user key. and the key of a decryption may be generated. 

[0023] Next, flowing of processing is explained according to the path of circulation of a storage (MO). First, in 
the center, without overlapping to the registered dealer, a dealer code is assigned and the assigned dealer code 
is managed, at the dealer code Management Department 103 of the center system 100. Medium ID is assigned 
to a new storage (MO), without overlapping already registered medium ID. and the medium ID is managed at the 
medium ID Management Department 104. Moreover, this medium ID (medium number) is written in a storage 
(MO). And the label for entering a dealer code in the case of a storage (MO) is stuck. 

[0024] If a dealer 200 arrives the storage (MO) from a center, the dealer code which pinpoints this dealer 200 
will be entered in a label. And this storage (MO) is sold to an user. Purchase of the storage (MO) with which the 
software for which an user wishes from a dealer 200 was stored performs processing in the user system 300 
and the center system 100 according to the procedure shown in drawing 3 . 

[0025] In drawing 3 , if the name of the software (contents) for which an user wishes is inputted from an input ? 
unit (S1), contents ID which corresponds from a storage (MO) will be read (S2). And medium ID is read from a 
storage (MO) (S3). Furthermore, an user's input of the dealer code as which the label of user ID and this 
storage (MO) was filled in notifies user ID. contents ID, medium ID, and a dealer code from the user system 300 
to the center system 100 (S4). At this time, a demand of a license is made from the user system 300 to the 
center system 100. 

[0026] If this license demand (user ID, contents ID, medium ID, and a dealer code are included) is received from 
the user system 300 (S11), the license issue section 101 will be started. And the dealer Management 
Department 102 searches the dealer code corresponding to medium ID notified from the user system 300 out 
of a file (S12). and it is judged whether the dealer code notified from the searched dealer code and the user 
system 300 is in agreement (S13). If the dealer code searched based on medium ID it was notified that was the 
dealer code notified by the user is in agreement, the license issue section 101 will read an user key from an 
user key file by medium ID and user ID which were notified from the user system 300. and will create a license 
key (S17). And a license is searched on the basis of contents ID notified from the user system 300, and the 
license corresponding to the users contents of choice is enciphered using a license key (S18). This encryption 
license is transmitted to the user system 300 from the license issue section 101 (S19). (issue) 
[0027] If it judges with the dealer code actually notified from the dealer code which the dealer Management 
Department 102 in a center 100 searched from the file on the other hand based on medium ID notified from the 
user system 300, and the user system 300 not being in agreement (S13), the dealer code which had the notice 
in the inaccurate log file 105 from the user system 300, and its number-of-times n will be written in. And when 
it is judged whether the number-of-times n reached predetermined number-of-times N (S15) and it has 
reached, the dealer pinpointed in the dealer code is recorded as an inaccurate dealer (S16). 
[0028] If an encryption license is published by the user system 300 from a center 100 as mentioned above, in 
the user system 300, the license demand section 301 stores this encryption license in the license file 302 (S5). 
Then, in the user system 300, processing is performed according to the procedure of drawing 4 . 
[0029] In drawing 4 , the contents which the user stored in the storage (MO) wishes is started (S21), and 
medium ID is further read from a storage (MO) (S22). An users input of user ID sets a corresponding user key 
to the user key register 303 (S23). And a license key is generated based on these mediums ID and an user key 
(S24), and the encryption license saved by the license file 302 is decrypted using this license key (S25). And 
the decrypted license is notified to the use control section 304 (S206). If a license is notified, the use control 
section 304 will cancel the protection state of the contents started using the license, and will perform 
processing according to the contents (use). 

[0030] An unjust report of the following users can be considered in the selling gestalt of the software which 
was mentioned above. 

1) the report 2 of medium ID different from actual medium ID — in the different report above-mentioned 
example [that both report 3 above-mentioned medium ID of the dealer code different from a purchasing / the 
medium /-actually dealer and a dealer code are actual 1 since the license key is created from medium ID and 
the user key, if an user performs an unjust report of medium ID, the user itself becomes unable to use a 
contents Therefore, the case of the above 1 and 3 can be inhibited. Moreover, if an user reports a dealer code 
unjustly, since the record will be made by the inaccurate log file, in the case of the above 2, a center can 
detect the injustice. 

[0031] Moreover, not intentionally but reporting a dealer code to a center accidentally may also have an user. 
Therefore, the number of times of an inaccurate log is taken, and the inaccurate dealer is judged when number- 
of-times n of the inaccurate log in a certain specific dealer reaches number-of-times N of predetermined. 
Thereby, a judgment of the mistaken inaccurate dealer is prevented. 

[0032] In addition, although various kinds of informations (medium ID. user ID, dealer code, etc.) are transmitted 
to the center system 100 from the user system 300 and the encryption license is transmitted to the user 
system 300 from the center system 100, using a public line etc. at the above-mentioned example, you may be 
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made to tell these informations by the telephone or facsimile (FAX) between an user and a center, without 
being limited to this. In this case, in the center, you may judge whether the correspondence relation of medium 
ID and the dealer code in which the official in charge was actually reported by the user based on the 
correspondence-related table of medium ID and the dealer code which were written to space is right. 
[0033] In this example, although the magneto-optic disk was used as a storage, naturally it is also possible to 
use CD-ROM as this medium. In this case, the lot number of CD-ROM can also be used as a medium ID. 
Although the same medium ID will be given to two or more CD-ROMs (the same lot) when a lot number is used 
as a medium ID, it does not become a problem especially if there are not extremely many CD-ROMs . in the 
same lot. 

[0034] Moreover, although the technique of encryption is used as a safeguard of software, the arbitrary 
protection technique is possible. Furthermore, although the license is enciphered between a center and an user 
in this example using the user key beforehand defined as a private key, it is also possible to use the data which 
changed to remain as it is or it. and obtained user ID as a private key for encryption of a license. 
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D ESCRIPTION OF DRAWINGS 

[An easy explanation of a drawing] 

[ Drawing 1 ] It is drawing showing the selling gestalt of the software which will be the management method of 
this invention, and the requisite for a system. 

[ Drawing 2 3 It is the block diagram showing the example of a basic configuration of the center system by 
which the software sales method and system concerning this invention were applied, and an user system. 
[ Drawing 3 ] It is the flow chart which shows the procedure of the center, system concerning license sale, and 
an user system. 

[ Drawing 4 ] It is the flow chart which shows the procedure of processing about software use by the user 
system which purchased the encryption license. 
[An explanation of a sign] 

100 Center System (Center) 

101 License Issue Section 

102 Dealer Management Department 

103 Dealer Code Management Department 

104 Medium ID Management Department 

105 Inaccurate Log File 

106 User Key File 

107 License File 

108 Accounting Section 
200 Dealer 

300 User System (User) 

301 License Demand Section 

302 License File 

303 User Key Register 

304 Use Control Section 
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